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SPECIAL MEETING OF THE DISTRICT BOARD  
TUESDAY, DECEMBER 22, 2020 AT 10:00 A.M.  

RONALD W. SHEPHERD ADMINISTRATION BUILDING, 

 500 LAUREL STREET, MENLO PARK, CALIFORNIA 94025 

 
Board Members District Manager 
Fran Dehn, President Sergio Ramirez  
David Walker, Secretary  
Roy Thiele-Sardiña, Treasurer District Legal Counsel 
Edward P. Moritz, Member Anthony Condotti, Esq. 
George Otte, Member  
  

AGENDA OF BUSINESS 
NOTICE OF PUBLIC PARTICIPATION BY TELECONFERENCE ONLY 

 
Pursuant to Governor Newsom's Executive Order N-29-20, members of the West Bay Sanitary 
District Board of Directors and Staff may participate in this meeting via a teleconference. In 
the interest of reducing the spread of COVID- 19, members of the public are allowed to 
participate telephonically only, and may submit comments in advance by email addressed to 
treese@westbaysanitary.org by 9:00 a.m. on Tuesday, December 22ND.     

To participate by telephone or Zoom meeting, public comments can be made by joining Zoom 
meeting at: https://zoom.us/j/95046708076?pwd=SHR4VU1oZ1NJRVNMa0J0SU5ZL1pOUT09 
Meeting ID: 950 4670 8076   Passcode: 138447 
Or by phone, call: 1-669-900-6833 Meeting ID: 950 4670 8076   Passcode: 138447 
Following receipt of public comment and open session items, the Board will adjourn to closed 
session.  Reportable action, if any, will be available upon inquiry within twenty-four (24) hours. 

NOTE:  The Board may take action on any agendized item unless specifically designated a 

“discussion” item or a “report.” 
 

1. Call to Order and Roll Call 
 
2. Communications from the Public 
 
3. Consider Approval of District Response to the San Mateo County Grand Jury Report 

“Ransomware: It Is Not Enough To Think You Are Protected” 

 
4. Comments or Reports from Members of the District Board and Consider Items to be Placed  
 on Future Agenda  
         
5.    Adjournment

The West Bay Sanitary District does not discriminate against persons with disabilities. Upon request, the agenda and agenda packet can be provided in a 

format to accommodate special needs. If you require a copy of the agenda or related materials in an alternative format to accommodate a disability, or if you 

wish to attend this public meeting and will require special assistance or other special equipment, please call the District at (650) 321-0384 at least five days 

in advance and we will make every reasonable attempt to provide such an accommodation. 

mailto:info@westbaysanitary.org
https://zoom.us/j/95046708076?pwd=SHR4VU1oZ1NJRVNMa0J0SU5ZL1pOUT09
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WEST BAY SANITARY DISTRICT 

AGENDA ITEM 3 

 

 
 

To: Board of Directors 

 

From: Sergio Ramirez, District Manager 

 

Subject: Consider Approval of District Response to the San Mateo 

County Grand Jury Report “Ransomware: It Is Not Enough To 

Think You Are Protected” 

 

 
 
Background 

On Oct 7, 2020 the San Mateo Grand Jury issued a report entitled “Ransomware: It Is 
Not Enough To Think You Are Protected”. 
 
The Report’s objective is to advise local government agencies to ensure adequate 
measures are being taken to mitigate cybersecurity risk of attacks and provide recovery 
options for computer systems. In the Grand Jury report, “it is intended to present ‘best 
practices’ in developing a Cybersecurity strategy, then implementing and testing that 
plan. It addresses actions that can be taken (and have been taken, in some cases) in 
order to guard against Ransomware attacks, recover from an attack and the additional 
measures that can be taken to reduce the possibility of an attack.”  
 
The District is required to approve a response to the Grand Jury report in a public 
meeting and submit to the court by January 5, 2021.  
 
Analysis  

The Grand Jury report contains eight (8) Findings and four (4) Recommendations 
addressed to sixty-eight (68) public entities in San Mateo County. The report directs 
each of these sixty-eight (68) public entities to respond to the Findings and 
Recommendations.  

The District requested an IT report to address Network Security; System Security; and 
Backup and Recovery from an outside source.  For security reasons, the report was 
asked not to provide any detailed information.  The following are their findings: 

Network Security 
1. Main office network is protected by a business-class security appliance that’s 
updated every quarter or as needed. 
2. Office Wifi network connection is encrypted and requires a passphrase. 
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System Security 
1. All servers and workstations are protected by business-class endpoint protection 
suite, which handles antimalware and antivirus detection and removal. 
2. Password policies are enforced with complexity and minimum length required with 
password expiration on a regular basis. 
3. All systems are patched on a monthly basis with servers patched on a regularly 
scheduled maintenance windows. 
4. Emails are protected by cloud-based email filtering service, on-server email 
protection, and individual workstations email filtering. 
5. Email rules enabled to show external email warnings and user training provided on 
regular basis. 
 

Backup and Recovery 
1. Backups are performed on all servers to an onsite appliance daily and backed up to 
the cloud. 
2. Emails are archived via a separate appliance. 
3. All backup alerts are checked daily and restores are tested at least once a year. 

 

Proposed responses are contained in the attached letter now presented for Board 
review and approval. 

 

Fiscal Impact  

There are no fiscal impacts to submitting the response to the Grand Jury report.  

 

 

Recommendation 

The District Manager recommends the Board consider approval of the response to the 
Grand Jury report, and submit a final written response to the Grand Jury by January 5, 
2021.  

 

Attachments:  

  Response Letter 

  Grand Jury Report  
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December 22, 2020 
 

The Honorable Danny Y. Chou 
Judge of the Superior Court 
c/o Jenarda Dubois 
Hall of Justice 
400 County Center, 2nd Floor 
Redwood City, CA 94063-1655 
 
 
Response to the 2019-2020 Grand Jury Report entitled “Ransomware: It Is Not Enough To Think You Are 
Protected.” 
 
 
Honorable Judge Chou, 
 
Thank you for the opportunity to review and comment on the above reference Grand Jury Report filed on October 
7, 2020. The West Bay Sanitary District’s response to both the findings and the recommendations are listed below. 
 

 
FINDINGS: 
 

Fl.  Ransomware is a real and growing threat to public entities including those in San Mateo 

County. 

 
 West Bay agrees with this finding.  

F2. Across the country, local governments and schools represent 12% of all Ransomware 

attacks. 

 

West Bay lacks information to fully agree or disagree with this Finding given that it did not conduct the 
research related to this Report. West Bay, however, accepts the Grand Jury’s Finding for the purpose of 
this Response.  

 

F3. The direct and indirect costs of Ransomware can be significant. 

 West Bay agrees with this finding. 
 

F4. Cybersecurity reviews and assessments, and an updated, well-executed Cybersecurity plan, 

are critical components of IT security strategy. 

  
West Bay agrees with this finding. 
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F5.  A comprehensive Cybersecurity plan should include, at a minimum, information 

concerning prevention steps, spam and malware software, and backups and full 

recovery testing. 

 

 West Bay agrees with this finding. 

 
F6. The identification of phishing attempts, including the use of spam filters, is an 

important component to protecting an IT system from Ransomware attacks. 

 

 West Bay agrees with this finding. 

 
F7. Testing a full restore of a server to ensure that backups are reliable should be 

undertaken regularly as part an entity's backup plan to recover lost information. 

 

 West Bay agrees with this finding. 

 
F8. Training of new employees, and the recurring training of existing employees, is 

an important component of defense against Ransomware. 

 

 West Bay agrees with this finding. 

 
RECOMMENDATIONS: 
 

R 1. Each of the governmental entities in San Mateo County with an IT department or IT 

function (whether in-house, handled by another government unit or outsourced to a 

private enterprise) as listed in Appendix F, should by November 30, 2020, make a 

request for a report from their IT organization that addresses the concerns identified in 

the report, specifically: 

1. System Security (Firewalls, Anti-malware/Antivirus software, use of subnets, strong 

password policies, updating/patching regularly) 

2. Backup & Recovery (In the event of an attack, can you shut down your system quickly? 

What is being backed up, how it is being backed up, when are backups run, and where 

are the backups being stored?  Have backups been tested?  Can you fully restore a 

Server from a backup?) 

3. Prevention (turning on email filtering, setting up message rules to warn users, 

providing employee training on phishing and providing a reporting system to flag 

suspect content) 

 
This recommendation has been implemented. While the West Bay Sanitary District has had these 
three concerns specifically identified above in place prior to this report with the exception of 
providing employee training on phishing, the District has requested that a report be prepared by a 
District consultant.  
 

R2. These confidential internal reports should be provided to the governing body by June 

30, 2021.  This report should describe what actions have already been taken and which 
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will be given timely consideration for future enhancements to the existing cybersecurity 

plan. 

  
The West Bay Sanitary District intends to implement this Recommendation and any recommended 
actions and/or enhancements from this Recommendation by June 30, 2021.  
 

R3. Given the results of their internal reports, governmental entities may choose to request 

further guidance by means of a Cybersecurity review from the U.S. Department of 

Homeland Security and/or a cyber hygiene assessment from the County Controller's 

Office. 

 The West Bay Sanitary District will make a request with the Department of Homeland Security, 

Cybersecurity & Infrastructure Security Agency, for cyber-hygiene services before June 30, 2021 

if warranted.  

R4. Given the results of their internal reports, government entities may choose to ask their IT 

departments to review their own Cybersecurity Plan with the detailed template provided 

by the FCC’s Cybersecurity Planning Guide and consider customizing it using FCC’s 

Create Custom Cybersecurity Planning Guide tool (see footnote 52). 

 

The West Bay Sanitary District will utilize the Federal Communications Commission Cyber Security 
Planning Guide and the FCC Cyber Security Planner to review and update our cyber-security plans, 
if warranted. This work will be completed on or before June 30, 2021.  

 

Thank you again for your efforts on this matter and allowing the District to respond to the Grand Jury report and 
share the District’s thoughts and opinions.  

 

This response was approved by the West Bay Sanitary District Board of Directors at a special meeting on 
December 22, 2020.  

 

Sincerely, 

 

_______________________ 

Fran Dehn 
President of the District Board of the West Bay Sanitary District 
 

cc: West Bay Sanitary District Board 
      Sergio Ramirez, District Manager  
 

 

 

 

 














































